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All US Publicly

Traded
Companies

Compliance

Basel Il Accord, USA Patriot Act, Anti money laundering
Basel Il Accord, USA Patriot Act, SEC 17-a-4 / NASD 3010, 3110
ACORD,GLBA

Tread Act, European Block Exemption, End of Life (AP)
RosettaNet, Waste for Electronics and Electronics Equipment (WEEE
Wassenaar Agreement

Retail Event Management, ARTS for POS data
Global data synchronization, RFID, Sunrise 2005
UCCNet

Homeland Security, Freedom of Information Act, DOD5015.2
HIPAA
FDA/21CFRp11

NERC 1200
Number Portability

Sarbanes-Oxley
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OTHER

SEC
8%

FDA

24%
HIPAA

Source : AMR Research Group
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* A recent study conducted by the Securities Industry Association
estimated that the cost of compliance has nearly doubled in the
past three years

* The cost of compliance went up from $13 billion in 2002 to more
than $25 billion in 2005

http://whitepapers.techrepublic.com.com/abstract.aspx?docid=17495&promo=300111
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» CIlO’s estimate that, during the past twelve months, their

organizations have spent on compliance with SOX :
> Just under 2% of gross revenue
> An average of $1,450,000 of their information technology (IT)
budget

* Majority of CIO’s believe SOX compliance costs will either
Increase (21%) or stay the same (49%) in the next year.

Source : IDG
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To be compliant, Security Officers must quantify:

> Prevention of access for users without a demonstrable need to
access data.

>  Existence of a clear recognizable audit trail for transactions.

>  Areal-time intrusion alerting mechanism
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e The OS/400 was architected before the advent of PC
connectivity.

 Therefore, it can not inherently track or secure all of a
PC user’s transactions without additional assistance.

* Without such assistance a user is able to access the
ISeries through the network, change or delete any data
he wants without being detected
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Compliance rulings came into effect following manipulation of
company data by executives inside the company

Trusted people in an organization naturally have access to
sensitive information

Compliance is about ensuring those entrusted people do not
abuse their authority.

For example...
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Take FTP for example.

File transfer functions are just a mouse-click away from the
Windows desktop. This worker in the Accounts department

clicked Start, run and logged on to the iSeries

e C:AWINDOWS\system 3 2\ftp.exe

Connected to 9.9.9.56.

228—QTCP at devhox.s111222333.com.

228 Connection will close if idle more than 15 minutes.
Uzer ¢9.9.2.56:C(none>?: neil

331 Enter password.

Password:

23@ NEIL logged on.

ftp>
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Vulnerability from the PC

The worker downloads the salary file from the iSeries database
to his PC

| C:AWINDOWS\system 3 2\ftp.exe

Connected to 9.9.7.56.

220—QTCP at devhox.s111222333_com.

220 Connection will close if idle more than 15 minutes.
User €2_.9.7.5%6:(none?>: neil

331 Enter password.

Password:

238 HNEIL logged on.

ftp> cd zalaries

2568 "SALARIES"Y iz current library.

ftp> get salaryz c:iwneilszal.txt

2880 PORT subcommand request successful.

158 Retrieving member SALARYZ in file SALARYZ in library SALARIES.

2508 File transfer completed successfully.
ftp: 284 hytes received in B.855econds 6.84Kbhytes sec.
ftp>
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Vulnerability from the PC

Once he has downloaded the salary file he can view and
even change its contents

P sal.txt - Notepad

File Edit Format Wiew Help

0000001simaon Bouganim 0200000085000020050801mL9810530m 03
0oo0025leigh mei 0144 000000000020050101a20030601x 10
Q00002 Bady Blatt 0007600028000020050204219970605:xx02

0000032Leontid Abrams 0005600025000020041225020001115s 06
0000051 1ahn Bull 020000008500002005080Im19810520m O3
0000055 es nei’l 0144000000000020050101a20030601x 10
Q00002 8ed Elatt 0007600028000020050204a319970605xx02
Qo00032Lean Abrashkin 000560002500002004122502000111 5= 06
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Vulnerability from the PC

Finally, he can replace the original file in the iSeries database with
his changed version

C:\WINDOWS\system 3 2\fip.exe

Connected to 9.9.9.56.

220—QTCP at devhox.s111222333.com.

228 Connection will close if idle more than 15 minutes.

Uzer (2.9.2.5%6:<(none’>: neil

331 Enter passuword.

Pazzword:

238 MEIL logged on.

ftp> cd salaries

2580 "SALARIES" is current library.

ftp> get salaryz ciwneilwsal.txt

2080 PORT subcommand regquest successful.

158 Retrieving member SALARYZ in file SALARYZ in library SALARIES.
258 File transfer completed successfully.

ftp: 284 bytes received in B.85%5econds 6.84Khytes-sec.

ftp> put cisneilssal.txt zalarvyz

288 PORT subcommand request successful.

158 Sending file to member SALARYZ in file SALARYZ in library SALARIES.
258 File transfer completed successfully.

£tp; 566 bytes szent in BA.B85econds 566000 .@0Kbhytes./sec.

tp
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Another example...

Ever heard of the IBM Operations Navigator ? It provides many
tools for accessing the iSeries from a PC

9iSeries Navigator
Fle Edit VYiew Help

] 10 minutes old
| Enwironment: My Connections | My Connections
¥ @ Management Central (9.9.9.56) Name Signed ©n User Diescription
= onneckions I 9,9,9,56 9,9,9.56 5.3

+ % Basic Operations

+ @ ‘Wark Management

+ ﬁ Configuration and Service
+ Mekwiork

+-{3 Security

+- i Users and Groups

+ Ej Databases

+-02, File Systems

+ Backup

+ @ AFP Manager

= -
1_ [ Environment tasks
Add a connection il Add a connection (@ Install plug-ins

@ Instal additional components I Change all of your server passwords EF" Open iSeries Mavigator service kaols winda
@ Install additional components 4 ? Help For related tasks

1-10af 1 objects
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For example...

Using Remote Command you can manipulate iSeries resources —
even if you are denied access to the green screen command line

e | C:AWINDOWS\system 32\command.com

C:s\DOCUME™“HEIL*rmtcmd dltf =zalaries-salarydl

IBM iferies Access for Windows

Uersion & Release 3 Level @

Submit Remote Command

(G» Copyright IBM Corporation and Others 1984, 2883. All rights reserved.

U.5. Government Users Restricted Rights — Use. duplication or disclosure
restricted hy GSA ADP Schedule Contract with IBM Corp.

Licensed Materials — Property of IBM

The remote system name iz 9.9.9.56.
CPC2191 — Object SALARYB3 in SALARIES type *FILE deleted.

C: S DOCUME™1NEI L _
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For example...

Using SQL scripts to access your iSeries through ODBC, there’s
almost nothing you can’t do with your data...

% C:\Neil\SQL 9.9.9.56 - Run SQL Scripts - 9.9.9.56(S65ec6ed) =13
File Edit View Run VisualExplain Monitor Options Connection Help

BFE 4 hRE FFPDIO O Wy @

Examples | ﬂ Insert

FY
zelect * from zalaries.salape: j
i ieg.zalary? SET zalmth = 134000 WHE R EGEIGERRICIN
zelect * from galaries.zalame;
IUPDATE salaries.zalarv? SET zalmth = 2000 WHERE Lname = 'neil’;
select * from gzalaries.zalare; ﬂ
WRKNER | FNAME LMAME SALMTH MAKOWR FRMDAT | STATUS
1|Shirman Bouganirn 200000 850000 2005050 |

25 |leigh meil 144000 i} 20050101 |a

20|y Elstt 7EO0 250000 20050204 a

32 |Leonid Abrazhkin SE00 250000 20041225

1| ﬂ

Messages select*from salaries.salanz
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Signon to iSeries

Server:

Uszer 1D:

Passward:

System 1 Vulnerability

In fact, there are quite a few different ways to access and
update the iSeries from the PC desktop — and they are all no
more than a mouse-click away

199,956

o]

Cancel

A user and password meant for one thing could be used for
something else - that wasn’t intended
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Earlier we saw how easily users can download sensitive files to
their PCs via FTP

The system journal doesn’t log FTP actions at all

If the file is already journaled to a data journal it will log the
opening of the file, but not the results of the FTP operations

This is what you get...
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=i Session A - [24 x BO]

Eile Edit Wiew Communication Actions Window Help

B bR S BE @ v 2 o el

Display Journal Entry Details

No indication of.the PC that-accessed the file

No indication thatthe file was downloaded

No indication that this was.a breach rather than:a

legitimate access

a3 1902 - Session successfully started Vi
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 We saw also how easily users can update data via ODBC

 The system journal doesn’t log this action either

 If the file is journaled to a data journal it will log the record
Images, but little more

* This is what you get...
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= Session A - [24 x 80]

File Edit Mew Communication Actions ‘Window  Help

B A% B3 =
of:|

s=1tNo.indication of the'SQL statement

».4:No.separation: of field values

* No display of-nen-gharacter fields

-0+ 'No indication.that this was a breach: rather t
update

Bottom

01,001

A
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« These ‘backdoor means of access bypassing the more
basic security afforded by menus

 Demonstrated lack of adequate logging

* As a result, companies using System i on the network can’t
be in compliance without an own-developed solution
or a packaged solution like Bsafe/Enterprise
Security Suite
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Bsafe/Enterprise Security enables security administrators
and auditors to:

« Monitor and secure users’ activities.
« Automate the creation of clear and concise audit reports.
 Receive real-time security and system related alerts.
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 You don't need to be a System i expert
to manage System i security

 Nor do you need to be a System i expert to audit
System i activity

» Let auditors directly access audit reports, on their
PCs and print on their local printers

 The very features needed to achieve compliancy
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Application Access Control

Restrict by:
* Organization level — system
policy

« User/group of users

» Application server and function
« Library, object

 |P address

* File protection against power
users like QSECOFR

“1. Prevention of access for users without a demonstrable
need to access data”

Field Masking

 Block field values from view
« Match mask to user
Internal Security Management

* Object Authority Manager
» User profile manager

Port Restrictions Manager
* Restrict System i ports
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*4 Bsafe Enterprise Security Manager 10| x|

File Hosk iew Help

+ &2 e Field Encryption - 9.9.9. 56 - Production i5
=5 iSeries
----- { 9.9.9.54 - Development 1 @ Dptions
----- o 99955 Devel 2
E| -f 9.9.9.56 - Produchion i Select Files for Encryption:
---%.ﬁ.ppllcatlun Access Control || Librany | File | Synchronization Mode | Status
E Application Audit calAaBIES SALARYS Twao-way Active; Job name:
@ Application Analyzer TWILIB alLLUSRPRF Two-way Inau:twe
v Central Audit TWILIE FLOTYFEP Mo Synchronization Ma File
[P System Audit T2YILIB3 ACSEMPSP Ore-way Inactive
@, File Audit [D ataflow] TAVILIBS 2 ACSIMNVP Ore-way Inactive
- "ﬁ Iniquinies
Eﬁ Us=er Profiles Add | Bemaove | Start Encryption | End Encryption |

r[E Ul e e Rl Select Fields for Encreption:

'g z;:;rrttsﬁestnctluns Field | Type | Lenath | Deu:imall b azk | D escription |
.E2. Field Encrvotion LHAKME A, 15 Blanks LAST MAME
ption Max0E 5 7 1] Al 9z MaxIMUM OVERTIME
- By Beafe Adminisation Floles || g4 yTH g 7 00 Al MONTHLY SALARY
= Llnu:-c
----- % 9.9.9.29 - Linws srvr
P | ILI A&dd Change Bemove | Fiemmote &l

il
=
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Field masking results

%53 Untitled - Run SOL Scripts - 9.9.9.56{565ecbed) *

=131 ]

File Edit View Run VisualExplain Monitor Options Connection  Help

HEFE L RE PFIO O | o @
Examples ;l Insert |
select* ftom salaries.salanzl ;I

L«

WREKNBR | FMNAME LMAME SALMTH Tl A O R FEMDAT | STATLIS STRDAT | FAMSTS | CHILD
28|leigh neil 128000 0 200501013 20030601 % %)

28| Ady Blatt 7500 250000 200502043 199706053 2
32|Leonid Ahrashkin SE00 250000 20041245|n 200011145 B
1|5himon Bouganim 200000 850000 20050801 |m 19810530/m %)

153 Untitled - Run SOL Scripts - 9.9.9.56({S65ecbed) *

=101 ]

File Edit Wiew Run VisualExplain Monitor Options Connection  Help

B BB PFPDIO 0wy @

Examples

= Insert |

zelect * from production. salarzi

=l
WRENBR | FMNAME LMNAME SALMTH MASDVE FEMDAT | STATUS STRDAT | FAMSTE | CHILD
24|leigh 999549498 9989949 20050101 )a 20030601 £
28|Ady 99959494 4985949 20050204|a 19870605 2
3Z|Leonid 9999999 9999399 20041225]n 200011145]s =
1|8himan 9949549494 4989949 20050801 m 19810530|m &
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“2. Existence of a clear recognizable
audit trail for transactions”

Application Audit Central Audit

Network & exit point log Multiple sources
Long term history

Application Analyzer Read-record Audit
Graphics to pinpoint trends Log of read data
File Audit SyStem Audit

All system activity, incl. linternal

Database changes by field _ _
transaction on 15 OS
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Bsafe Enterprise Security Manager

File audit vs journal

+2 2 e File Audit (Dataflow) - 9.9.9.56
=] iSeries
M B7.79192.243 - MIDLAND ﬁ]] @ i;] &
¢ 9.9.954-01d box
3 99355 - office 5.2 Joumal lSALAHIESJSALJHN & Receiver !SALAHIESHSAL.JHN - Attached _:J
39458
03 Application Access Control ||_Date | Time | Action Group | Action Type [V Before and After Update Actions &
A Appl?cat?on Audit ® 11/09/2006 18:43:21 Record operations UF - &fter image of a record updated in PFM |Bef0,e and after Update - Record operations L‘
@ Application Analyzer @ 11/09/20068 184321 Record operations UE - Before image of a record updated in PR W A
Q’ Central Audi 08/05/20068 15:48:58 Record operations UP - After image of a record updated in PFM —
: [F B
| S.ystem é“d't @ 09/05/2006 15:48:52 Record operations UB - Before image of a record updated in PF| 1
% File "_B‘_Ud't [Dataflow] (B)10/04/2006 16:26:14 Record operations UP - After image of a record updated in PRM| [ Action Type
@ lLTqu"::S i @ 10/04/20068 16:28:14 Record operations UE - Before image of a record updated in PR
- S?[ 1ones it @103’043’2008 16:28:14 Recard operations - After image of a record updated in PR
& Object Authorizations o i, = : ; ch

e Fal Event Details E|

A Bletts
E3 Field
Bzafe =
2 Exten] | D° 11/03/2006 JobID BZDASOINIT / DUSER / 186250 ® |
-8 Contr Time 18:43:21 Frogram QZDASOINIT -
Litiis —
Uszer MEIL Action Group Record operations _,
39919 Library SALARIES Action Type P - After image of a record updated in PFM

L 9937. =l

i
} Windows Bl SALARYZ I
i Action Specific Detals —LI |
; Field | Field Type | FieldLength | Value | Walue of previaus "Befare Upde
~ Mainframe WRKNER SIGNED 70 £ 55 |
i 999151 STRDAT SIGNED 8.0 20030601 20030601
STATUS CHARACTER 1 a a
SALMTH SIGNED 7.0 134000 Ad000
MAXOVR SIGNED 7.0 0 0
LNAME CHARACTER 15 neil neil ,]
FRMDAT SIGNED 8.0 20050101 20050101 . —
FNAME CHARACTER 12 loe lee =
FAMSTS CHARACTER 2 ¥ ¥
CHILD SIGNED 20 10 10

I

% Clear Filker |

|-~

T EEé %

74 start

EBzm - W3
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“2. Existence of a clear recognizable
audit trail for transactions”

...continued

* Rich array of shipped audit reports

e Variety of formats including Excel files, on-screen inquiries,
printing on PC printer

* Report generator for creating custom audit reports

o All done from easy to use PC GUI screens




& Skillleam Reports...

AN IBM COMPANY

# System Audit Reports
% Feport Scheduler @ Report Jobs Action Groups
Mumber | Report Description | Report Data | Group Type | diction Group | Aiction Type | Aiction | Report Typs | Froa
1 SYSTEM WaLUE CHaMNGES Online Receivers  Standard “SECURITY - Secuni.. SV -Sestemwalue c.. & -4 system value w..  One Time m
2 INCORRECT LISER Online Receivers  Standard *AUTFAIL - Authoriz... P - Invalid password 1 - User name not v, One Time I}
3 INCORRECT PASSWwORD Online Receivers  Standard *AUTFAIL - Authoriz.. P - Invalid password P -Anincorect pass.. One Time I}
4 OBJECTS AUTHORITY CHAMGES Online Receivers  Standard *SECURITY - Secui..  CA - Authoiity changes A -Changesto auth..  One Time )]
5 DELETE OBJECTS Online Receivers  Standard *DELETE - Deleting ... DO - Delete object A - All delete operati..  One Time )|
B CREATE OBJECTS - MEW Online Receivers  Standard *CREATE - Creating ... CO - Create object M -Creationof ane..  One Time m
7 OBJECT OWMERSHIP CHAMGED Online Receivers  Standard *SECURITY - Secui.. O - Object owners... A - Object ownership...  One Time o
g AUTHORITY FAILURE Online Receivers  Standard *BUTFAIL - Authoriz...  AF - Authority failure A-Attemptmadeta...  One Time o
9 PROGRAM ADOPTED AUTHORITY Online Receivers  Standard *PGMADP - Adaptin... AP - Obtaining adopt... A - Adopted autharity...  One Time o
10 USER PROFILE CREATE /CHANGE /RESTORE Online Receivers  Standard *SECURITY - Securi..  CP - Userprofile cha.. A& -Create, changeo..  One Time o
1 CHANGE OBJECT AUDIT Online Receivers  Standard *SECURITY - Securi..  AD - Auditing changes 0 - Object Auditing ... One Time o
12 RESTORED OBJECTS [ REPLACE EXISTING ) Online Receivers  Standard SAVRST - Save an..  OR - Dbject restare E -An objwas restor... One Time m
13 RESTORED OBJECTS [MEW ] Online Receivers  Standard “SAVRST - Save an..  OR - Object restore M - Mew obj wazrest...  One Time m
14 CHAMGES TO THE USER PARAMETER OF 4 JOB D...  Online Receivers  Standard *SECURITY - Secuni.. JD-Changetouszer.. A -TheUSER para..  Ore Time m
15 METWORK ATTRIBUTES CHAMNGED Online Receivers  Standard “SECURITY - Securi..  MA - Network attribut.. & - & network attibut.. One Time o1
16 USER COMMANDS Online Receivers  Standard “CMD - Commands CD - Command string...  C -A command waz .. One Time 17
17 MOWE OBJECTS Online Receivers  Standard “OBJMGT - Object m..  OM - Object move or... M -Anobject wazm..  One Time m
18 REM&ME OBJECTS Online Receivers  Standard “OBJMGT - Object m.. OM - Object move or.. R -Anobject wazre..  One Time m
19 APROGRAM “wWiaS CHANGED TO ADOPT OWAMER .. Online Receivers  Standard “SECURITY - Secuni..  PA - Program chang... & -4 PGM was chan..  One Time m
20 DELETED SPOOLFILES Online Receivers  Standard “SPLFDTA - Operati..  SF - Actions to spool.. D - & spooled file wa..  One Time m
A RESTORED ADOPTING AUTHORITY PROGRAMS Online Receivers  Standard *SAWRST - Save an..  RP - Restoing adopt.. A -A program that 2. One Time 0
22 CHAMGE OBJECT AUTHORITY DURING RESTORE Online Receivers  Standard *SAVRST -Save an..  RA - Authorty chang.. A -Systemchange a..  One Time 1}
23 RESTORED JOE DESCRIPTION Online Receivers  Standard *SAVRST -Save an..  RJ-Restoing job de... A -Ajob desc. conta..  One Time ]
24 RESTORED OBJECTS [ CHAMGE OBJECT O'WMER...  Online Receivers  Standard *SAVAST -Save an.. RO -Change of obje..  A-The OBJOWM w..  One Time )]
25 RESTORED OBJECTS [CHAMGE PRIMARY GROUP]  Online Receivers  Standard *SAVAST -Save an.. RZ-Changingapri.. A -Objectrestored. .. One Time )]
26 CREATE SPOOLED FILES Online Receivers  Standard *SPLFDTA - Operafi..  SF - Actions to spool...  C-A spooled fle wa..  One Time o
27 HOLD SPOOLED FILES Online Receivers  Standard *SPLFDTA - Operafi..  SF - Actions to spool..  H - A spooled file wa..  One Time o
28 RELEASE SPOOLED FILES Online Receivers  Standard *SPLFDTA - Operafi..  SF - Achions to spool.. R - A spooled file wa...  One Time o
29 CHAMGE DLO AUDITIMNG [CHGDLOAUD) Online Receivers  Standard *SECURITY - Securi..  AD - Auditing changes D -Auditingof aDL..  One Time o
30 CHAMGE AUDIT ATTRIBUTES [CHGUSRALD) Online Receivers  Standard *SECURITY - Securi..  AD - Auditing changes 1 - Audit. for auger...  One Time o
kil JOB TO WHICH WwWaAS GIVEN DESCRIPTOR Online Receivers  Standard SECURITY - Secuni.. G5 - Socket descript.. G - A descriptor was .. One Time m
32 ADOFTED AUTHORITY PROGRAM STARTED Online Receivers  Standard “PGMADF - Adoptin.. AP - Obtaining adopt... 5 - & program stated...  Ore Time m
33 ADOPTED AUTHORITY PROGRAM ENDED Online Receivers  Standard “FGEMADF - Adoptin.. AP - Obtaining adopt...  E - A program ended...  Ore Time m
M SUBMITTED JOBS Online Receivers  Standard “JOBDTA -Jobtasks  J5 - Actions that affe.. B -4 job waz submitt..  One Time m
id] CHAMGED JOBS Online Receivers  Standard “JOBDTA -Jobtasks  JS - Actions that affe.. C-Ajobwaz chang..  One Time m
36 JOBS EMDED SUCCESSFULLY Online Receivers  Standard “JOBDTA -Jobtasks  J5 - Actions that affe..  E -4 job waz ended. One Time m
kT HOLD JOBS Online Receivers  Standard “JOBDTA -Jobtasks  J5 - Actions that affe..  H -4 job was held. One Time m
38 DISCOMNECTED JOBS Online Receivers  Standard “JOBDTA -Jobtasks  J5 - Actions that affe.. |- & job was dizcorn..  One Time m
39 EMD JOB COMMANDS USED Online Receivers  Standard “JOBDTA -Jobtasks  J5 - Actions that affe.. N -The ENDJOB co..  One Time o1
40 RELEASED JOBS Online Receivers  Standard “I0BDTA - Jobtasks  JS - Actions that affe.. R -Aheldjobwasre..  One Time 0
4 STARTED JOBS Online Receivers  Standard “I0BDTA - Jobtasks  JS - Actions that affe.. 5 -4 job was stated.  One Time My,
A7 DOCCTADT IMD CTADTER Manlinm O~ - Chmmd e =IADMTA  lak baals I Ambmes Hamb =Ffm = =T ¥ N A Mem Tiren i
< *
Add | | | | [ Close
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New Report Definition

Repart Mumber Report Dezciption "

Report Type Report Data
(+ Periodic * Recsiver  |*CURRENT )
(" One Time report " Histary File

] T _ [~ Libramy | _J

~Action Group | | I Obiject ] __J [hame or generic)

™ Cuztom | _J
(¥ Standard [~ Frogram I

Action Group |".-’-'«L|TF.-‘-‘-.IL - Authorization failures ﬂ — JobID

Action Type l.f-'-.F - fuatharity Failure j Job Name |

i 4

[~ Action I _] NZ:I:.er : —J
Account Type |U5EH D _'.] Sart Order ]Date;Time _l
[T Account I _J

&7 Apply & Close

Report Generator to create tailored audit reports
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“3. A real-time intrusion alerting mechanism”

Intrusion Detection System
« Alerts defined at granular level
o Alerts to any PC on the network

o Alerts to SNMP via IBM Tivoli, HP Openview, Tango/04 and
others

« Alerts of access at a general or granular level
o System journal alerts
« Alerts linked to exit point control




& Skillleam

AN IBM COMPANY

Blert O

Ailert

Mt
Applig
Even

Opti

[v
v

‘Ih ‘

Alert Descr

Alert Cond

v Ch

[v Sun
Fram |_

Fraom |_

[ Tue

Granular Alert Definition

Alert Dezcription |DDEE |Jpdate Alert far ISECOFR

Alert Ennditinn] Time Condition  Alert Action

v Log submitted alerts o
v Send meszage ta Alert Monitor

Alert M onitor Host
Blert Monitor Actions
v Play Sound
v Show Meszage

v Send Email from dlert Maritor

Ta: |neil@mycompany.c:am

LC: |shimnn@hutmail. oM -
[w Write to YWindows Event Log

[v Funindows Program

Frogramm Marne pgrnalert

[ Send Email

[ Call Program

| £

o oy | 69 Uno | [ Close
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Some specific issues

1. Guarding the guards.

2. To know what data was viewed.

3. Keeping an appropriate audit trail over a long period.
4. Privacy - controlling what each user can see.

5. Temporary enhanced authority.
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« Corporate responsibility, OK. But who guards the guards - who
controls the administrators?

» Different authority levels for your administrators and auditors

* Role management built into the product to grant different
authority levels for various Bsafe users
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The issues:

 What data was viewed

« Keeping audit information
over a long period

« Controlling what each user
can see

« Temporary enhanced
authority

Functions Summary

The Solution:
» The read record audit

 The central audit module

* The field masking feature

e Account swapping module
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