
Achieving Compliance 
with 

Bsafe/Enterprise Security



Compliance

Banking
Financial Markets
Insurance

Basel II Accord, USA Patriot Act, Anti money laundering
Basel II Accord, USA Patriot Act, SEC 17-a-4 / NASD 3010, 3110
ACORD,GLBA

Automotive
Electronics

Tread Act, European Block Exemption, End of Life (AP)
RosettaNet, Waste for Electronics and Electronics Equipment (WEEE), 
Wassenaar Agreement

Retail
Consumer Products

Retail Event Management, ARTS for POS data
Global data synchronization, RFID, Sunrise 2005
UCCNet

Government
Healthcare
Life Sciences

Homeland Security, Freedom of Information Act, DOD5015.2
HIPAA
FDA/21CFRp11

Energy and Utilities
Telecommunications

NERC 1200
Number Portability

All US Publicly 
Traded 
Companies

Sarbanes-Oxley



Compliance Spending - 2005

40%
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HIPAA

FDA

SEC

OTHER

Source : AMR Research Group



The Cost of Compliance

• A recent study conducted by the Securities Industry Association 
estimated that the cost of compliance has nearly doubled in the 
past three years

• The cost of compliance went up from $13 billion in 2002 to more 
than $25 billion in 2005

http://whitepapers.techrepublic.com.com/abstract.aspx?docid=17495&promo=300111



The Cost of Compliance

• CIO’s estimate that, during the past twelve months, their 
organizations have spent on compliance with SOX :

Just under 2% of gross revenue 
An average of $1,450,000 of their information technology (IT) 
budget

• Majority of CIO’s believe SOX compliance costs will either 
increase (21%) or stay the same (49%) in the next year.

Source : IDG



Compliance - The Challenges

To be compliant, Security Officers must quantify:

Prevention of access for users without a demonstrable need to 
access data.

Existence of a clear recognizable audit trail for transactions.

A real-time intrusion alerting mechanism



But the problem is

• The OS/400 was architected before the advent of PC
connectivity.  

• Therefore, it can not inherently track or secure all of a
PC user’s transactions without additional assistance.  

• Without such assistance a user is able to access the 
iSeries through the network, change or delete any data 
he wants without being detected



System i Vulnerability

For example…

Compliance rulings came into effect following manipulation of 
company data by executives inside the company

Trusted people in an organization naturally have access to 
sensitive information

Compliance is about ensuring those entrusted people do not 
abuse their authority.



System i Vulnerability

Take FTP for example. 
File transfer functions are just a mouse-click away from the 
Windows desktop. This worker in the Accounts department 
clicked Start, run and logged on to the iSeries



System i Vulnerability

The worker downloads the salary file from the iSeries database 
to his PC

Vulnerability from the PC



System i Vulnerability

Once he has downloaded the salary file he can view and 
even change its contents

Vulnerability from the PC



System i Vulnerability

Finally, he can replace the original file in the iSeries database with 
his changed version

Vulnerability from the PC



System i Vulnerability

Ever heard of the IBM Operations Navigator ?   It provides many 
tools for accessing the iSeries from a PC

Another example…



System i Vulnerability

Using Remote Command you can manipulate iSeries resources –
even if you are denied access to the green screen  command line

For example…



System i Vulnerability

Using SQL scripts to access your iSeries through ODBC, there’s 
almost nothing you can’t do with your data…

For example…



System i Vulnerability

In fact, there are quite a few different ways to access and 
update the iSeries from the PC desktop – and they are all no 
more than a mouse-click away

A user and password meant for one thing could be used for 
something else - that wasn’t intended



What Doesn’t Get Logged

• Earlier we saw how easily users can download sensitive files to 
their PCs via FTP

• The system journal doesn’t log FTP actions at all

• If the file is already journaled to a data journal it will log the 
opening of the file, but not the results of the FTP operations 

• This is what you get…



What Doesn’t Get Logged

• No indication of the PC that accessed the file

• No indication that the file was downloaded

• No indication that this was a breach rather than a 

legitimate access

• The bottom line… No compliance!



What Doesn’t Get Logged

• We saw also how easily users can update data  via ODBC

• The system journal doesn’t log this action either

• If the file is journaled to a data journal it will log the record 
images, but little more

• This is what you get…



What Doesn’t Get Logged

• No indication of the PC that accessed the file

• No indication of the SQL statement

• No separation of field values

• No display of non-character fields 
• No indication that this was a breach rather than a legitimate 

update

• The bottom line… No compliance!



Result : No Compliance

• These ‘backdoor’ means of access bypassing the more 
basic security afforded by menus

• Demonstrated lack of adequate logging

• As a result, companies using System i on the network can’t 
be in compliance without an own-developed solution 
or a packaged solution like Bsafe/Enterprise 
Security Suite



The Solution is Bsafe

• Monitor and secure users’ activities.
• Automate the creation of clear and concise audit reports.
• Receive real-time security and system related alerts. 

Bsafe/Enterprise Security enables security administrators 
and auditors to:



The Benefits Bsafe Brings You

• You don’t need to be a System i expert 
to manage System i security

• Nor do you need to be a System i expert to audit
System i activity

• Let auditors directly access audit reports, on their 
PCs and print on their local printers

• The very features needed to achieve compliancy



How Bsafe/ES Addresses Compliance

Restrict by:
• Organization level – system 

policy
• User/group of users
• Application server and function
• Library, object
• IP address
• File protection against power 

users like QSECOFR
• Restrict System i ports

Application Access Control

Port Restrictions Manager

Internal Security Management

Field Masking

• Block field values from view
• Match mask to user

• Object Authority Manager 
• User profile manager

“1. Prevention of access for users without a demonstrable 
need to access data”



Field masking in detail



Field masking results



How Bsafe/ES Addresses Compliance

“2. Existence of a clear recognizable 
audit trail for transactions”

Application Audit
Network & exit point log

System Audit
All system activity, incl. Iinternal 
transaction on i5 OS

Application Analyzer
Graphics to pinpoint trends

File Audit 
Database changes by field

Central Audit 
Multiple sources
Long term history

Read-record Audit
Log of read data



File audit vs journal



…continued
“2. Existence of a clear recognizable 

audit trail for transactions”

How Bsafe/ES Addresses Compliance

• Rich array of shipped audit reports

• Variety of formats including Excel files, on-screen inquiries, 
printing on PC printer

• Report generator for creating custom audit reports

• All done from easy to use PC GUI screens



Reports…

Dozens of audit reports ready-shipped



Reports…

Report Generator to create tailored audit reports



How Bsafe/ES Addresses Compliance

“3. A real-time intrusion alerting mechanism”

Intrusion Detection System
• Alerts defined at granular level
• Alerts to any PC on the network
• Alerts to SNMP via IBM Tivoli, HP Openview, Tango/04 and 

others
• Alerts of access at a general or granular level
• System journal alerts
• Alerts linked to exit point control



Granular Alert Definition



Living with Compliance

Some specific issues

1. Guarding the guards.

2. To know what data was viewed.

3. Keeping an appropriate audit trail over a long period.

4. Privacy - controlling what each user can see.

5. Temporary enhanced authority.



Guarding the Guards

• Corporate responsibility, OK. But who guards the guards - who 
controls the administrators?

• Different authority levels for your administrators and auditors

• Role management built into the product to grant different 
authority levels for various Bsafe users



Functions Summary

The issues:

• What data was viewed

• Keeping audit information 
over a long period

• Controlling what each user 
can see

• Temporary enhanced 
authority

The Solution:

• The read record audit

• The central audit module

• The field masking feature

• Account swapping module



A few references

http://www.alcan.com/
http://www.omnicare.com/default.html
http://www.trw.com/home/main/1,,,00.html
http://www.vwbankusa.com/
http://www.toyotafinancial.com/index.jsp
http://www.delhaizegroup.com/en/default.asp
http://www.sgbdm.be/nl/index.html
http://www.cibc.com/ca/
http://www.novonordisk.com/default.asp
http://www.adecco.nl/../index.asp
http://www.bayer.com/
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